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Security Now

Thisis a ®curity related blog covering quite a feanstive areaghat may or may not directly impithe readersSecurity
Awarenesis the primary goal of thiblog.

¢ Home
¢ About Me

Storm Worm / Russian Business Network (RBN)

| have been following the development and advancement of the Storm ARusian Busness Network. Thefollowing
pod hasbeen copied directly from a gdsy n3td3v on théull-disclosure@ligs.grok.og.uk | could not tress the
importance of getting the US government to foonghisWworm/BotNet better mysdf. Thank you n3td3vdr thispog |
think my readersvill Pnd it useful.

Here isa pretty good desiption on wikipediahttp://en.wikipedia.ay/wiki/Storm_botnet

| have &nt a plea for astance to sme of my contactithin the US government and hope oth#dosaswell to get this
issue reslved.

Its time to get serious about Storm Wérm / RBN

From: worried scurity <worriedscurity <at> googlemail.com>
Subjectilts time to get sriousabout Storm \Wrm / RBN
Newsggroups gmane.compeurityfull-disclosure

Date: 2008-03-19 09:32:41 GM

We need theexurity community toend mesagesto the white hous
level folksto put presure on the rusan government to allow the
storm worm folksand the rusan busness network be arreéed. this
should be an internationalfafr at the highadevel of our
governmentsn3td3v thinkgussia isthe number one cyber threat to
online ®ciety not china. IOve had enoughtafespon®ring of sorm
worm by the rusan government. IOm reaching out to #wugty
community now to get thipuded up the ladder towartise whitehous
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to get thissuper bot net dimantled. everybody jiseemsto be
accepting ®rm worm ishig and the rusan government are protecting
them, more needs be done, thiss clearly unacceptable behaviour by
the rusians we need toend $gnalsto the whitehousthat this

should be on the televian political agenda to getasm worm and the
russian busness network iutdown and if they keep refag, the

united nationshould be approached anangtionsshould be imposd on
russia. we $ouldn®sit back any longer and allow rsia to do what
they want and walk all over the cybercsrity communityforget the
american government placing chinatlas number one cyber threat,
thatsjugt political bullshit, now the real cyber threat to america

and the wetern world isstorm worm, rusian busness network and the
russian government.term worm isa big cyber nuke that the sien
goernment are quite happy feonor and protect, jusncag cyber
affairs fray in the future, the ra&n government can juak their
contactsover at RBN to throw a couple afger bot netsit the wes
what are we going to do abowbsn worm, rusian busness network and
the rusian government refirsg to help the weglismantle the worldO
bigges cyber nuke? if america getting ®riousabout cyber commands
and cyber threatshen we need to ge¢sousabout the rusan

busness network, the ®®rm worm and the rg@an government who are
protecting them. les@et thismade a bigger $sie and end out sme
clear ggnalsthat we will no longer tolerate this

[07:55] <worried> rusan busness network

[07:57] <worried> torm worm

[07:59] <worried> the government of sies

[07:59] <worried> worried? i am

[08:01] <worried> we &y china isour biggescyber threat? um no,
russia is clearly

[08:02] <worried> the rusan ®cret ervice wonQet the wesarres
RBN aka sorm worm folks

[08:03] <worried> thetorm worm could take out the internet ibag
it decided to turn agaihsveryoneE and itstate ponsred by .ru
government.

[08:04] <worried> yet the yankare more foctedd on building up china
asthe enemy ? why? china has siper bot net, chinaidrefusng
to hand over the folkseponsbleE russia is

regards
n3td3v

This entry was posted on March 19, 2008 at 2:43 pm and is filed under Internet Security, National Security. Tagged: botnets, RBN, Storm Worm. You
can follow any responses to this entry through the RSS 2.0 feed. You can leave a response, or trackback from your own site.

2 Responses to O%rm Worm / RussianBusiness Néwork (RBN)O

1. ﬁ Keith Kilroy Says
April 2, 2008 at 5:24 pm

I will usually accept any commemnm®t seen asgpam but today | received a comment froomgone thatid not put
a name or even an email addresthe posthat wadrasing n3td3v If someone takessue with anyof the poss
here feel free to pp& comment but if you are to thaa $urce have the credibility to at a minimuwive me your
email ® a proper rebuttal may be given. | will not accept d theg Ramesomeone without a returemail. All |
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could tell isthe persn I0m talking about came from thei¥on network (unlesgoing through @r or something)

To thisper®n if you feel srongly enough pleasresibmit with email addressand a name/handle andpifitting
another usr down pleas gate exampleto show me what you are talking abouirisfact a true mtenent. not jus
none@~none.com

. ﬁ Keith Kilroy Says

April 2, 2008 at 5:53 pm

| also want to add that after egrch there are a few out there thahdise with n3td3v on manysiges | have not
found anyone that digreeghe Storm worm i bad thing that hdseen around for quite a while analsinfected
many machinesActually membersf the former 10pht have alanentioned the Storm worm and hategedthat it

is one of the onethat will Omake a network appear to run better to allow better proliferatiomniatig Pnd other
resourcesbefore referring and repiiisg from meone. On the mailing tisthere are mixed refts with n3td3v
some sy troll otherssay not. | agree with the topic and do not end@sier. n3td3v jus put thisin a better light
than otherg have read. In the future | will refrain from ping a certain pemsdirect thoughtdut will report what
| feel istrue and neceary.

Leavea Reply

Name (required)
Mail (will not be published) (required)
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