The use and categorization of research information at Harvard

This memo discusses the protection of research information at Harvard.   Such research information falls into two broad categories: data from non-Harvard sources and data from Harvard sources.

1.0  Research Information from Non-Harvard Sources

Some research information in use at Harvard comes from non-Harvard sources or is the result of research by Harvard personnel in non-Harvard facilities.  

Research information from non-Harvard sources is often accompanied by a use agreement that defines use limitations and/or protection requirements for the information.  Harvard personnel working with such research information must, at a minimum, comply with the use limits and protection requirements in the use agreement.  Research conducted at Harvard must in every case comply with Harvard policies, even if the use agreement calls for lesser levels of protection (or if there is no use agreement).  

Harvard personnel using non-Harvard facilities, such as hospitals, are usually subject to the security policies in force at such facilities, as is the research information collected using such facilities.  Note that the research may be covered by the policies of both Harvard and the non-Harvard facility.  In the event that the non-Harvard facility lacks an applicable policy, the research information should be protected under Harvard policies  

Note that individual researchers do not have the authority to sign an information use agreement on behalf of the University.  Only offices that have been specifically authorized may sign such agreements, even when the agreements do not include any transfers of funds.  Authorized offices are the University Office for Sponsored Programs, the Medical Area Sponsored Programs Administration, the School of Public Health Sponsored Programs Administration, and the Office for Technology Development.  See the Research Data Protection process document on http://www.security.harvard.edu/resources/forms for more information.)
2.0  Research Information from Harvard Sources

Human Subjects Research.  Under Federal regulations and Harvard University policy, all "human subjects research" at Harvard must be reviewed by an Institutional Review Board (IRB) before any related research activities are conducted.  This includes all research involving intervention or interaction with living individuals, or using any identifiable private information about living individuals.  Personally identifiable information collected for, used in, or resulting from research involving human subjects must be protected from inadvertent or inappropriate disclosure.  Proposals for all research projects that involve such data must include an acceptable, effective, and documented procedure for the protection of such information before the project can be approved or granted continuing approval by the IRB.  The IRBs will work with researchers to determine which of the categories described below applies to information produced by a research effort.

Other Sensitive Research.  Harvard researchers often deal with sensitive information that does not relate to human subjects.  This information can include proprietary information subject to confidentiality requirements, and information with national security implications.  Most of these types of information should be categorized as Level 3 information under the categories described below.  However, information with national security implications generally will be categorized as Level 4 information.  Researchers should consult with their school IT groups to determine the proper level for these types of information if they are not sure how to categorize it

3.0
Information Security Categories

Harvard has different security requirements for research information in each of the following categories.

Level 5 - Extremely sensitive information about individually identifiable people.

Individually identifiable research information that could cause significant harm to an individual if exposed must be treated with the utmost care.  Disclosure of such information would create a serious risk of loss of insurability, employability, criminal liability,  significant social harm to a vulnerable individual or group or serious psychological harm, or other significant injury. 

Level 4 - Very sensitive information about individually identifiable people

Individually identifiable research information that includes High Risk Confidential Information (HRCI) as defined by the Harvard Enterprise Information Security is categorized as Level 4 information.  This includes Social Security, bank account, credit card, passport and driver's license numbers as well as other individually identifiable financial information.  (see http://www.security.harvard.edu/enterprise-security-policy/1-high-risk-info for a full list) 


Medical records which are not categorized as extremely sensitive and other individually identifiable research information that, if disclosed, could reasonably be expected to present a non-minimal risk of civil liability, moderate psychological harm or material social harm to vulnerable populations or individuals should also be classified as Level 4 information.   Medical records may also be subject to Health Insurance Portability and Accountability Act of 1996 (HIPAA) regulations.


Subject to specific government requirements in each case, sensitive national security information should usually be classified as Level 4 information.

Level 3 - Sensitive information about individually identifiable people

Individually identifiable research information that, if disclosed, could reasonably be expected to be damaging to a person's reputation or to cause embarrassment should be categorized as Level 3 information.  


Other sensitive information as described above, and information protected by FERPA, will generally also fall under Level 3.

Level 2 - Benign information about individually identifiable people

Individually identifiable research information,  disclosure of which would not ordinarily be expected to result in material harm, but as to which a subject has been promised confidentiality. 
Level 1 - De-identified research information about people and other non-confidential research information 

Research information in which all information that could be used, directly or indirectly, to identify an individual has been removed or modified is referred to as "de-identified research information."  There are no specific University requirements for the protection of de-identified research information or for other non-confidential research information, but researchers may want to protect such data for their own reasons.  For example, keeping data private until a paper about the data is published.

4.0  Legal Requests for Research Information


On occasion, a researcher will receive a subpoena, national security request or court order demanding disclosure of information in their possession.  Should this occur, the researcher must tell the person making the request to contact the Office of the General Counsel (Office Administrator, +1 617 495-3006).  No one at Harvard, other than the Office of the General Counsel, is authorized to respond to these types of requests.  See (http://www.hks.harvard.edu/research/FOIAmemo11-29-99-1.doc) for information on responding to FOIA requests.


To guard against the compelled disclosure of research data containing individually identifiable information, researchers should consider obtaining applicable government-provided protections for the data.  For example, research may qualify, upon application, for a Certificate of Confidentiality.  A Certificate of Confidentiality will allow a researcher to refuse to disclose personally identifiable information concerning research subjects in civil, criminal, administrative, legislative or other proceedings.  Such subjects can be protected if the research information could damage their financial standing, employability, insurability or reputation.  Certificates of Confidentiality can be obtained from the NIH for NIH funded research. (See http://grants2.nih.gov/grants/policy/coc/ for more information.)  The Department of Justice also may grant similar protections, upon application, for research involving criminal records.  Research funded by the Agency for Health Care Policy and Research enjoys a form of automatic protection.  Investigators should consult their IRB office for further information on obtaining these protections. 
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