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[bookmark: _Toc249171610]PROGRAM ADOPTION

Framingham State College (College) has adopted this comprehensive information security program (Program) in order to protect personal information (PI), collected, distributed, stored, maintained, processed and transmitted by the institution from unauthorized access, use, modification, destruction and loss.  The Program was developed as a collaborative effort among the Massachusetts State and Community Colleges’ Chief Information Officer (CIO) Council and with input from other leading practitioners of information security management within higher education.  Aspects of this particular Program have been modified where the strategic, organizational and operational context may be unique to the College.  Although PI must be protected, the implementation of this Program must not unduly interfere with the efficient conduct of College business.  
The College selected the International Standards Organization (ISO) 27002 Information Security Standard and Control Objectives for Information and Related Technology (COBIT) frameworks for implementing, operating, monitoring, reviewing, and improving this Program.  This choice is a strategic decision which was influenced by a need to manage compliance obligations and overall security objectives of the institution in a holistic way based on generally accepted standards.  The Program will be implemented over time and will continue to be scaled in accordance with institutional priorities and within the practical constraints of finite resources. 
All College employees, contractors and third party service providers are responsible for the security and privacy of the data they collect, store, access, and transmit as prescribed in College policy, legal, regulatory, and statutory requirements.  Those that work in areas within the scope of the Program shall be required to participate in additional activities such as training, risk assessments and third party audits.
For purposes of this Program, PI includes first and last name or first initial and last name in combination with any one or more of the following data elements associated with each individual: (a) Social Security Number; (b) driver’s license number or state issued identification card number; (c) date or place of birth; (d) mother’s maiden name; (e) income tax records; or (f) financial account number, or credit or debit card number, with or without any required security code, access code, personal identification number or password, that would permit access to an individual’s financial account; provided however, that the PI shall not include information that is lawfully obtained from publicly available information, or from federal, state or local government records lawfully made available to the general public or law enforcement officials. 
After considering the nature and scope of College operations, available resources, and the institution’s obligations to protect PI, the Board of Trustees determined that this program was reasonable and appropriate for the College and therefore approved it on ____________.


[bookmark: _Toc249171611]ORGANIZATIONAL CONTEXT

Framingham State College, which was established in 1839, is a comprehensive public college that integrates liberal arts and science programs with a variety of professional programs at the Baccalaureate and Master’s levels.  The College also offers continuing education programs on a full-time and part-time basis.  Chapter 15A, Section 5, of the Massachusetts General Laws (MGL) created the Massachusetts State College System of which Framingham State College is a member.  All campuses are committed to the efficient management of resources in order to maintain tuition and fees at a level as low as possible, while providing high-quality education to every student who qualifies for admission.  The Department of Higher Education and institutional boards of trustees recognize their responsibilities to the taxpayers and residents of Massachusetts in the performance of their roles and responsibilities.  
Framingham State College’s primary mission is to educate the residents of Metro West Boston and the Commonwealth and to use its intellectual, physical, and technological resources to support and advance the economic and cultural life of the region and state.  The College encourages the appropriate use of information and systems to share information, to improve communication, and to exchange ideas in support of the educational mission of the institution.  This Program is adopted and implemented in ways that promote a balance between the principles of academic freedom and freedom of speech, and the requirements for information security, along with the efficient use of resources.


[bookmark: _Toc249171612]PROGRAM ADMINISTRATION AND OVERSIGHT

The College’s Chief Information Technology Officer is the designated Program Administrator responsible for coordinating President’s Council joint oversight of institutional provisions set forth in this Program and will establish and convene an Information Security Council[footnoteRef:1] charged with implementing, reviewing and updating this Program with the input and involvement from all relevant administrative offices, academic departments and third party service providers.  The Vice President of each division shall be responsible for ensuring appropriate and auditable information security controls are practiced within their division and job descriptions include individual responsibilities related to information security.  Each division shall develop and document methods for ensuring that information security responsibilities pertaining to applicable laws, regulations, contractual obligations and executive orders is available to personnel.   [1:  The Information Security Council shall include personnel with the following titles and/or functional responsibilities;  Archivist/Librarian, Bursar, Chief Institutional Research Officer, Controller, Coordinator of I.D. Card Access System, Director of Administrative and Student Information Systems, Director of Admissions, Director of Alumni Relations, Director of Financial Aid, Director of Human Resources, Director of Systems and Networking, Faculty Member(s) and Registrar] 

The Information Security Council and Program Coordinator will provide relevant administrative offices and academic departments with support and guidance and: ensure that general awareness and training is made available; identify and address reasonably foreseeable internal and external risks to the security of protected information and systems; evaluate the effectiveness of safeguards for controlling these risks; regularly monitor and evaluate the effectiveness of applied aspects of the Program at least annually, or whenever there is a material change in administrative practices and/or academic programs that may have implications for the security or integrity of PI.  
The College has established a cross functional Administrative and Student Information Management Team charged with (among other things) developing, recommending, and implementing approved policies that support broad institutional commitment to stewardship of institutional data covered by this Program.  The team is chaired by the Director of Administrative and Student Information Systems who is charged with developing and implementing, maintaining and updating proactive measures to ensure that configuration of the SunGard Higher education Banner application security provides sufficient controls to protect information from unauthorized access, use or modification.  The team implements, maintains and updates processes for: (1) authorization of initial access; (2) authorization of changes to access privileges; (3) documentation of authorization for access granted or changes; (4) resolution of information security related conflicts and issues.     
The College will also establish a Data Incident Response Team[footnoteRef:2] responsible for determining what follow-up may be required in response to any major or significant incident that warrants investigation including triage, escalation, and/or notification.  This includes reviewing any internal reports of known or suspected loss or misuse of information or systems, determining which steps of prevention and/or mitigation should be taken in particular circumstances, and considering the necessity of periodic changes to the program as the result of a particular incident. [2:  The Data Incident Response Team includes personnel with the following titles and/or functional responsibilities; Chief of Campus Police, Chief Information Technology Officer, Director of Human Resources, Legal Advisor, Public Relations and other members of the President’s Council or Information Security Committee as needed.] 

[bookmark: _Toc249171613]PROGRAM SCOPE

This Program provides clear and consistent guidance for the administration of required and ongoing risk management, data stewardship, and compliance efforts associated with the protection of both electronic and physical forms of PI across the enterprise including third party relationships.  This includes PI maintained in centrally managed administrative and student information systems, departmental databases or personal computers.  Information security is an institutional priority and a shared responsibility among all academic departments, administrative offices and third party service providers.  The July/August 2009 issue of EDUCAUSEreview magazine described information security as one of the top strategic issues facing higher education; “Given the increasing volume of information that needs to be protected, the expanding body of rules, regulations, and laws governing information security and privacy… [it] is not strictly a technology matter; indeed, it is a foundational element for almost all institutional business.  Responsibility for security needs to extend beyond information technology to every functional office in the institution and to the highest levels of management.  IT professionals can assist in this endeavor by not limiting their own perspective to IT and by modeling behavior to treat security and privacy as everybody’s responsibility.”  
This Program is designed to satisfy the implied or stated requirement within applicable compliance mandates for a “comprehensive written information security program (or plan)”.[footnoteRef:3]  But the scope of this Program alone does not fulfill every compliance obligation, even though it may substantially contribute toward full compliance.  Particularly with respect to laws and regulations principally concerned with protecting the ability of individuals to control the confidentiality and privacy of information about themselves, the conditions under which this information is disclosed, and detection and reporting of identity theft that may have occurred without unauthorized access to PI under the stewardship of the College.  This Program incorporates at least the minimum level of information security control objectives for protecting PI imposed by several statutory, regulatory, executive orders and contractual legal standards.  (See Appendix A).  [3:  These include the Commonwealth of Massachusetts Office of Consumer Affairs and Business Regulation: Standards for the Protection of Personal Information of Residents of the Commonwealth (201 CMR 17.00); the Executive Order Regarding the Security and Confidentiality of Personal Information (EO504); Financial Services Modernization Act of 1999 (Gramm-Leach-Bliley Act; GLB Act; GLB) Safeguards Rules; Health Insurance Portability and Accountability Act (HIPAA) Security Rules; and Payment Card Industry Data Security Standard (PCI/DSS)] 

In addition to this Program, all employees and contractors must also agree to comply with the College’s Acceptable Use Policy (AUP) which (among other things) delineates specifically unacceptable uses of information technology resources and each individual’s personal responsibility for preventing and reporting security breaches.  The College’s AUP may also be further augmented (but not replaced or superseded) by administrative offices, academic departments and third party service providers with additional criteria for an individual’s authorized use of information and technology resources.  Students are also required to comply with the AUP and are encouraged to play an active role in protecting their own PI and that of others.  

[bookmark: _Toc249171614]CONTROL OBJECTIVES

This Program includes information security control objectives that incorporate a unified approach to achieve and maintain compliance with substantial portions of statutory, regulatory, executive orders and contractual legal standards following determination of which apply and to what extent.   Commonly accepted information security standards, policies and practices are then implemented and maintained through this Program based on risk analysis that covers the applicable laws and regulations.  
In summary, this Program includes control objectives that:
i. [bookmark: _Ref245351098]cover the protection[footnoteRef:4] of all PI (not just electronic forms of information); [4:  Control objectives governing privacy and the appropriate disclosure of PI are outside the scope of this Program ] 

ii. identify the PI that must be protected and its appropriate use;
iii. collect the minimum quantity of PI reasonably needed to accomplish the legitimate purpose for which the information is being collected;
iv. secure the storage, transportation and electronic transmission of PI;
v. limit access privileges to authorized users based on a “need to know”, “need to perform” as well as “need to protect”  basis;
vi. destroy PI as soon as it is no longer needed or required to be maintained under state or federal law;
vii. address technical and operational safeguards;
viii. educate and train all employees on their duty to protect PI and how to do so;
ix. require third parties to implement maximum reasonable safeguards needed to process, store, use, transport or transmit PI securely; 
x. document contingency plans for incidents requiring the recovery of critically important information systems and data;
xi. document incident response procedures and any action taken in response to a security breach;
xii. assess risks based on results from self-assessments, third party opinions of regulatory compliance and audits of system security;
xiii. monitor and test the effectiveness of implemented safeguards against known or potential risks;
xiv.  review and revise the Program when safeguards are no longer effective against known or potential risks or there is a material change in how PI is collected, processed, maintained, stored or shared; and
xv. comply with the information security provisions of federal and state privacy and security laws and regulations. 
The program shall, as appropriate, incorporate supporting information security policies and practices including pre-existing documentation and training.  
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RECORDS MANAGEMENT

Each administrative office and academic department that maintains official records must develop and implement documented records management practices consistent with the College’s Records Management Policy, and the Commonwealth of Massachusetts’ requirements for retention, disposal and proper handling of records.   
All administrative offices, academic departments and third party service providers will collect the minimum quantity of PI reasonably needed to accomplish the legitimate purpose for which the information is being collected, and shall protect all PI they obtain and use (not just electronic forms of information) by assigning ongoing responsibility for: 
1. Inventory and classification[footnoteRef:5] of paper and electronic records that contain PI requiring protection in accordance with statutory, regulatory, executive orders and contractual legal standards.  [5:  Classification can be simple, for example: (1) regulatory compliance – data that needs to be protected due to legislation or other regulation; (2) confidential – data that the institution has determined should be protected; (3) internal –data that is open for use by internal users but not for public consumption; (4) public – data for which no protection is needed.] 

2. Identifying the location of paper and electronic files used to store records that contain PI.  
3. Determining the necessity, purpose and use of the PI.
4. Documenting handling of PI with regard to chain of custody and storage of files and documents. 
5. Setting retention schedules and disposing/destroying records according to regulatory and legal requirements and in coordination with the relevant Commonwealth of Massachusetts retention authority.
6. Identifying potential security vulnerabilities with current information management practices.
7. Revising current information management practices as needed to address identified vulnerabilities and demonstrate compliance with applicable legal standards and the College’s Records Management Policy
8. Taking appropriate action to address unresolved issues or concerns.
Official paper and electronic records that contain PI will be retained according to; the guidelines and minimum periods specified by the Records Retention Schedule for Massachusetts State Colleges, schedules for the retention and disposal of fiscal records produced for the payroll system and general accounting system as specified by the Office of the State Comptroller, and the Archives Division of the Office of the Secretary of State’s State Agency Records Management manual.
As soon as records containing PI are no longer needed or required to be maintained under state or federal law, they will be securely disposed of in accordance with the afore mentioned Commonwealth of Massachusetts standards unless litigation is pending.  Any records that relate to a pending litigation should be maintained until that action is brought to closure, even if the established period for maintaining those records has passed.   
[bookmark: _Toc249171616]ACCESS CONTROLS

Each administrative office and academic department with management oversight responsibility for the stewardship of PI used within the context of College operations and academic programs must limit physical and electronic access privileges to authorized personnel based on a legitimate “need to know”, “need to perform”, “need to comply” as well as “need to protect” basis for individuals who’s active employment status and/or affiliation with the institution can be verified.  All access controls must be implemented and maintained in accordance with existing College policies that pertain to the authorized access and dissemination of PI.  These include, but are not limited to, the application of the following provisions:
1. Storing all physical records that contain PI in locked file cabinets, rooms or vaults when staff are not present and where only authorized personnel know the key locations and combinations according to a written procedure that sets forth the manner in which physical access to such records is restricted.
2. Restricting physical access to authorized individuals in areas where centrally managed information systems and departmental databases are located. 
3. Providing username and password combinations to information systems and services, and any related access privileges to PI, only after performing a needs assessment that is based on a formal request with appropriate authorizations in accordance with the policy on Online Identity Management. 
4. Protecting all electronic forms of PI stored in centrally managed administrative and student information systems, departmental databases or personal computers by assigning each individual with any access to College information systems and services a unique username and password, which is not a vendor supplied default, including personnel with responsibility for maintaining the integrity and security of access controls according to the College policy on Online Identity Management.  
5. Blocking access to information systems and services after multiple unsuccessful attempts to gain access based on limitations placed on access for a particular system that contains PI.
6. Providing timely notification of any change in employment status or affiliation with the College along with a formal request to modify or remove physical and electronic access privileges (including deactivating their username and password) for an individual no longer needing or authorized to have access to secured College locations, records and/or information systems in accordance with the policy on Online Identity Management.
7. Terminated employees must return all records containing personal information, in any form, that may at the time of such termination be in the former employee’s possession (including all such information stored on laptops or other portable devices or media, and in files, records, work papers, etc.) and surrender all keys, IDs or access codes or badges, business cards, and the like, that permit access to secured locations and systems.
8. Taking all reasonable steps to verify that any third-party service provider with access to PI has the capacity to protect such personal information in the manner provided for in 201 CMR 17.00; and taking all reasonable steps to ensure that such third party service provider is applying to such PI protective security measures at least as stringent as those required to be applied to PI under 201 CMR 17.00.
[bookmark: _Toc249171617]SAFEGUARDS

Technical and operational safeguards must be used to secure and monitor all information technology used to collect, store, access, process, transport and transmit PI.  Safeguards shall be implemented and maintained in accordance with existing College policies that pertain to the management of information systems, modes of communication, and data processing that involve PI.  These include, but are not limited to, the application of the following provisions:
1. Technological infrastructure and application software that is hosted and/or maintained by the College will be maintained at acceptable levels to ensure their reliability and accessibility, and to minimize any risk from potential vulnerabilities. 
2. Information systems will be located in facilities with adequate environmental protection and controls to prevent and detect damage to or loss of computers and data.
3. Secure methods shall be employed when generating, assigning and distributing unique identifiers (e.g. username/password combinations) in a manner that does not compromise the security of the data they are meant to protect according to the policy on Online Identity Management.
4. To the extent technically feasible records and files containing PI that will travel across public and wireless networks should be encrypted[footnoteRef:6] according to the College policy on Data Stewardship. [6:  Encryption here means the transformation of data through the use of an algorithmic process, or an alternative method at least as secure, into a form in which meaning cannot be assigned without the use of a confidential process or key.] 

5. Records and files containing PI stored on laptop computers or other portable devices should be encrypted according to the College policy on Data Stewardship.
6. Personnel must adhere to the College policy on Data Stewardship which defines whether and how to keep, access, and transport records that contain PI outside the confines of the College campus. 
7. For files containing PI on a system connected to the Internet, there must be a reasonably up-to-date firewall protection and operating system security patches, reasonably designed to maintain the integrity of the PI
8. Reasonably up-to-date versions of system security agent software which must include malware protection and reasonably up-to-date patches and virus definitions, or a version of software that can still be supported with up-to-date patches and virus definitions, and is set to receive the most current security patches on a regular basis.
9. Reasonable monitoring of systems for unauthorized use of or access to PI, change control procedures, configuration management, and other day-to-day administration of institutional data and information systems will be performed according to the conventions specified by COBIT and the College’s policy on Management of Administrative and Student Information Systems.
10. Paper and electronic records (including records stored on hard drives or other electronic media) containing PI shall be disposed of only in a manner that complies with M.G.L. c. 93I. 
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The College shall adopt sections 8 and 9 of the Commonwealth of Massachusetts “EO504 ITD Mandatory Procurement Standards and Procedures” for all contracts solicited for IT Solutions that involve PI and require third parties to implement maximum reasonable safeguards needed to process, store, use, transport or transmit PI securely.  This includes, but need not be limited to:  
1. Requiring bidders to describe (a) their own and their proposed subcontractors’ respective internal security procedures and policies applicable to work performed by them for customers and (b) the particulars of any circumstances over the past five (5) years in which the bidder or its proposed subcontractor(s) has caused a breach of the security, confidentiality or integrity of a customer’s data.
2. Requiring bidders to implement the maximum feasible safeguards reasonably needed to; (a) ensure the security, confidentiality and integrity of PI, (b) prevent unauthorized access to PI or any other College data from any public or private network, (c) prevent unauthorized physical access to any information technology resources involved in the winning bidder’s performance of a contract entered into, (d) prevent interception and manipulation of data during transmission to and from any servers; and (e) notify the College immediately if any breach of such system or of the security, confidentiality, or integrity of PI occurs.
3. Ensuring that the Executive Order 504 Contractor Certification Form is included in all new contracts involving PI data and vendors executing contracts certify compliance with applicable security measures.
4. Minimizing the vendor’s access to or use of PI, and the information technology systems containing such information, through the language used in the solicitation (RFR or RFQ) and subsequent management of the contract. 
[bookmark: _Toc249171619]
WORKFORCE 

The College shall institute hiring practices, training and awareness programs in order to reduce the potential for human error, fraud and/or misuse.  Each individual will be required to verify their understanding of the acceptable use of information technology resources, and formally accept personal responsibility for protecting PI, according to this Program and any additional information security compliance mandates that may pertain to their job prior to and during employment.  This includes, but need not be limited to:
1. Hiring well qualified employees following a process that includes interviews, reference checks and verification of educational credentials before making a final selection consistent with College policies and procedures for recruiting and then hiring personnel.
2. Providing each new employee (including part-time students and contractors) with a general overview of what is expected of them in terms of safeguarding information, and the acceptable use of information technology resources, during an orientation session conducted by the Office of Human Resources with input and participation from Information Technology Services and others.
3. Providing each new employee (including part-time students and contractors) with a general overview of what is expected of them in terms of complying with statutory, regulatory, executive orders and contractual legal standards within the context of performing their job during an orientation session conducted by the hiring administrative office or academic department.
4. Requiring all employees to take part in additional training as may be necessary in order to sufficiently apply the knowledge acquired through prior work experience and/or orientations and (where necessary) master the implementation of required management controls.
5. Requiring all employees to go through basic training on how to use the administrative and student information system(s) prior to being granted access privileges.
6. Supervisors and System Administrators should periodically review all authorized users’ access levels to ensure they are still needed, and take appropriate action to correct discrepancies/deficiencies.
7. Supervisors have to proactively notify the Office of Human Resources and Information Technology Services of any change in employment status that impacts access requirements.
8. Reminding all Faculty, Staff and Students periodically of their obligation to protect their own PI and that of others.  



[bookmark: _Toc249171620]RISK MANAGEMENT

The College shall manage reasonably foreseeable internal and external risks to an acceptable level by identifying and evaluating potential threats and treating such risks in accordance with available resources and the institution’s financial, operational, and compliance objectives.   This includes, but need not be limited to:
1. Identifying risks to the security, confidentiality, and/or integrity of any electronic, paper or other records containing PI by considering potential threats including; loss of the information or systems due to accident or malicious intent, loss of availability such as the system being inaccessible for a period of time, and/or unknown changes to the information or system so the information is no longer reliable. 
2. Evaluating the likelihood and potential impact of each threat that can be reasonably anticipated including the cost which should be broadly defined to include money, resources, time, and loss of reputation among others.
3. Treating risk by identifying and documenting which security controls are and are not deemed necessary or applicable; identifying and justifying which risks should be transferred; identifying which security controls will be or are implemented to meet the stated security objectives of the Program; and monitoring, evaluating and improving (where necessary) current safeguards.
4. Ensuring that employees, contractors and third party users understand their security responsibilities and have the requisite skills and knowledge to properly execute the roles they are assigned to reduce the risk of unauthorized access, use or modification of IT Resources (theft, fraud or misuse of facilities).
5. Evaluating the ability of each third party service provider to protect, in the manner required by the Program, the PI to which they have been granted access; and taking the steps reasonably necessary to ensure that such third party is applying proactive security measures at least as stringent as those required to be applied according to the response to the solicitation (RFR or RFQ) the and existing contract.
6. Reviewing the scope of the security measures in the Plan at least annually, or whenever there is a material change in administrative practices and/or academic programs that may have implications for the security or integrity of records containing PI.


[bookmark: _Toc249171621]INCIDENT RESPONSE

The College must be reasonably prepared to respond to any incident that results in the loss or unavailability of information systems or records that contain PI, a breach of security, and/or identity theft in accordance with pre-determined recovery time objectives and compliance mandates.  This includes, but shall not be limited to:
1. Encouraging employees to report any potential vulnerability and suspicious or unauthorized use of PI according to well publicized procedures for doing so. 
2. Addressing information security incidents according to protocols that are appropriately aligned with compliance mandates that incorporate procedures for; minimum event logging for use in detecting or investigating potential threats, collecting of evidence related to the incident as may be necessary and appropriate, notification including any and all statutory reporting requirements, and incident remediation.
3. Documenting responsive actions taken in connection with any incident involving a breach of security that requires notification under M.G.L. c. 93H.
4. Documenting, implementing and testing contingency plans[footnoteRef:7] for recovering and then restoring data and information systems. [7:  The scope of the “contingency plan” addresses scenarios where the information systems and related technological infrastructure located at the College require relocation and/or restoration due to a major system failure or physical damage due to fire, flood, electrical, personnel, terrorist attack, or some other harmful event.
For the purposes of the plan, information systems refer to software applications and network services under the centralized management of the College’s Information Technology Services department.  Technological infrastructure refers to the cabling, servers, networking equipment, and management systems used to maintain the availability of information systems.  The “contingency plan” is exclusively designed to restore these College assets in the event of a disaster.
Business continuity goes further, including everything beyond the recovery and restoration of information technology to keep specific College operations functioning following a disaster.  This may include; telephones, alternate sites for employees, procedures for keeping in touch with employees, students, and suppliers in the event that normal operations are disrupted for extended periods of time.  These and other measures consist of provisions for maintaining continuity of operations and minimizing the impact of any loss and/or disruptions.  While prudent, they are beyond the scope of this particular Program.] 

5. Determining whether any changes are required to improve the security of PI based on a post-incident review of events and actions taken.


[bookmark: _Toc249171622]CONSEQUENCES OF NON-COMPLIANCE

The consequences or impact of a security breach, system failure, regulatory non-compliance or personal information that has been lost or modified without authorization will vary.  Major incidents could have consequences that impact the institution and its reputation, interfere with ongoing operations and/or involve legal proceedings.  A single incident has the potential to add significant financial costs beyond what is budgeted for or anticipated as a result of even one of three possible consequences:
Potential Legal Consequences:  Civil and criminal claims as well as investigations and sanctions resulting from potential liability relating to; negligence or violation of regulatory requirements,  loss or misuse of personal information, violations of privacy, or breach of contract.  The impact of legal consequences can include loss of federal or state funding, fines, the cost of legal counsel, the cost of third party expertise, and the opportunity cost associated with diverting employees from their primary responsibilities.
Potential Operational Consequences:  Disruption to academic programs, College operations, student services and even health or safety issues may result from unavailable, missing or inaccurate information relating to; malicious or accidental loss, system failures, misuse or inaccurate modification of personal information.  The impact of operational consequences can include revenue loss, decreases in student retention rates, failure to adequately manage a health or safety crisis, and the opportunity cost associated with redirecting employee time and expertise toward remediation.
Potential Reputational Consequences:  Publicity resulting from required notification or news reports may adversely affect relationships with a variety of internal and external constituents including Alumni, Students, Employees, Business Partners and Public Officials.  The impact on the College’s reputation as stewards of private information could have consequences ranging from fund raising to public relations which may then require compensatory measures, management attention and resources in order to restore trust.  
As a result of these and other potential consequences, the College must take appropriate action in response to misuse of protected information and systems including the careless, accidental or intentional disclosure of personal information by individuals.  Any failure to adhere to the provisions of this Program, applicable state or federal law, regulatory mandates, contractual obligations and/or violation of supporting policies, may result in legal action and/or College disciplinary action in accordance with relevant employment contracts, administrative policies and procedures.  



[bookmark: _Toc249171623]SUPPORTING POLICIES, PLANS AND CONTROLS

The College has established several policies that govern the stewardship and use of information technology resources and institutional data in order to maintain specific college-wide standards and best practices.  These policies are used to:
· Comply with applicable executive orders, legal, regulatory and contractual mandates
· Protect the privacy and security of confidential information
· Manage the ongoing operation of support infrastructure such as service centers, training programs, and technical services
· Delineate the roles and responsibilities for the stewardship and use of data that is captured, stored, shared and managed by the College  

The following policies have been formally instituted at the College and provide the foundation for addressing not only what is required but also what is reasonably expected in terms of information security:
	Supporting Information Security Policies, Plans and Controls

	[bookmark: frequently_requested]Policy
	What is it?
	Who does it apply to?
	What needs to be done?

	
	
	
	

	Acceptable Use (AUP)
	Formally establishes acceptable and unacceptable uses of information technology resources; user responsibilities for protecting the security and (in some cases) the confidentiality of information; user responsibilities for reporting suspected data breaches; and no expectation of privacy 
	Anyone granted access privileges to use information technology resources including; e-mail, the Internet, software programs, databases, computers and other peripherals such as printers, etc.
	Everyone needs to review, accept and adhere to the terms and conditions of the AUP in order to be granted access privileges to use College information resources

	Data Privacy 
	Describes the information the College collects from or about individuals; ways that this information is disclosed, how this information is used and protected; how to contact the College with questions or concerns
	Anyone visiting the College’s website or providing the information about themselves 
	 Anyone involved with capturing, storing, maintaining, sharing and securing data provided by users of the College’s website needs to review, understand and fulfill the College’s stated commitment to data privacy

	Records Management
	Requires the systematic management of records including meeting legal standards for record retention and protection of privacy, optimizing the use of space, minimizing the cost of record retention, and properly destroying outdated records
	Applies to all records regardless of whether they are maintained in hardcopy (paper), electronically or some other fashion
	Administrative Offices and Academic Departments must develop plans and operating procedures in accordance with the policy and consistent with applicable law

	Supporting Information Security Policies, Plans and Controls

	Policy
	What is it?
	Who does it apply to?
	What needs to be done?

	Online Identity Management
	Formally establishes the required conditions under which access privileges to protected information systems are provided, maintained and terminated
	Anyone issued credentials to access and use protected information systems
	All protected information systems must be restricted to authorized use/users and either maintained, modified or terminated based on verified employment status and/or other qualifying criteria

	[bookmark: emergency_contacts]Password Management
	Establishes standards for the required use of strong passwords, their protection and frequency of change 
	Anyone granted authorized access to password protected information systems
	Each individual is responsible for maintaining the confidentiality of passwords that are used to gain access to protected information and systems, according to the guidelines specified by the College for their creation, protection and frequency of change

	Data Stewardship
	Defines individual responsibility for adhering to security practices that protect the confidentiality, integrity and availability of PI 
	All College personnel (not just designated “Data Stewards”) are responsible for the security and privacy of the data they access, transmit, transport and store as prescribed in College policy, legal, regulatory, and statutory requirements
	Read the policy and follow the outlined standards and procedures

	
	
	
	

	Management of Administrative and Student Information Systems 
	Requirements for acquiring, implementing, operating, monitoring, reviewing, maintaining and improving an both centrally managed and departmental Information Systems
	Anyone with responsibility for information systems that contain administrative and/or student information
	Read the policy and follow the outlined standards and procedures

	
	
	
	

	Minimum Security Standards for Connectivity to the Campus Network(s)
	Minimum precautions for securing computing devices with access to the College’s wireless and hard wired network
	Anyone at the College using a personally owned computer connected to the campus network and anyone having responsibility for a server connected to the campus network
	Read the policy and follow the outlined standards and procedures




	Supporting Information Security Policies, Plans and Controls

	Policy
	What is it?
	Who does it apply to?
	What needs to be done?

	Remote Access 
	Approval and configuration requirements for off-campus access to protected information technology resources and data are allowed through approved methods only
	Anyone with requesting and/or granted remote access to protected information systems and data from off-campus locations
	Read the policy and follow the outlined standards and procedures
Use a Virtual Private Network (VPN) client for authentication and encryption; see Procedure for details

	Security Breach Response Plan
	Provides for a consistent and well coordinated response to; investigating any reported data security breach; determining any legal obligations; properly notifying affected parties; developing plans for remediation  
	Anyone with knowledge of systems or media that have been lost or stolen and/or systems containing confidential information that have been accessed by unauthorized individuals 
	Everyone needs to be encouraged to be alert to and report suspected security breaches, and made aware of how to do so

	Contingency Plan
	Formally documents plans to respond to and recover from scenarios where designated information systems are physically damaged and/or require relocation due to; fire, flood, electrical, personnel, terrorist attack, or some other harmful event
	Anyone involved with the management of Information systems hosted by the College and under the centralized administration of Information Technology Services
	Periodically test recovery and restoration procedures

	Emergency Response Protocol
	Specifies when it is appropriate to call for emergency response support from ITS after hours, on weekends, and/or on holidays personnel, how to do so, and what to expect in terms of response
	Student Affairs, Campus Police, Facilities, Admissions, Registrar’s Office and the Division of Graduate and Continuing Education
	Periodically update and circulate contact information and follow the designated protocols

	Management and Support of the Unified Digital Campus
	Identifies people charged with the stewardship of institutional data, operational use of the enterprise-wide student and administrative Information system, the provision of online services and the centralized support for technology infrastructure
	Anyone involved with the configuration, management and support of the College’s administrative and student information system (a.k.a. Banner) and any auxiliary systems (e.g. “my.framingham” portal)
	Adhere to the framework and supporting policies

	Data Standards for Banner
	Ensures correct and consistent data; defines naming conventions for data and other objects; includes responsibility for maintaining data integrity terms during information processing and reporting
	Anyone with administrative oversight, data stewardship and/or the ability to add, modify or delete records
	Adhere to the framework and supporting policies
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Commonwealth of Massachusetts Office of Consumer Affairs and Business Regulation: Standards for the Protection of Personal Information of Residents of the Commonwealth (201 CMR 17.00)
This regulation establishes the minimum standards to be met by the College in connection with the safeguarding of personal information about a resident of the Commonwealth of Massachusetts contained in both paper and electronic records.  Further purposes are to (i) ensure the security and confidentiality of such information in a manner consistent with industry standards, (ii) protect against anticipated threats or hazards to the security or integrity of such information, and (iii) protect against unauthorized access to or use of such information in a manner that creates a substantial risk of identity theft or fraud against such residents. (http://www.mass.gov/Eoca/docs/idtheft/201CMRamended.pdf)
Executive Order 504, Sections 8 and 9: Massachusetts Information Technology Division (ITD) Mandatory Procurement Standards and Procedures
The College will adopt the standards and procedures specified within this executive order before entering into contracts that will provide third parties with access to electronic forms of PI or information systems containing such information.  Such standards include appropriate measures taken to verify the competency and integrity of contractors and subcontractors, minimize the data and systems to which they will be given access, and ensure the security, confidentiality, and integrity of such data and systems.  (http://www.mass.gov/Eoca/docs/idtheft/eo504.pdf)
Massachusetts Law on Disposition and Destruction of Records (M.G.L. c93I)
The Massachusetts Law on Disposition and Destruction of Records (M.G.L. c93I) requires the College to employ certain safeguards when disposing or destroying records that contain PII – regardless of form.    
State Laws on Notification of Security Breach
Nearly all states have established laws for notification of security breaches.  The Massachusetts Law on Notification of Security Breach (M.G.L. c93H) is one example.  These laws require that the College notify consumers and their designated state government agencies according to specific protocols in the event of a data breach.  Notification is generally triggered by a confirmed breach of security, loss of data, acquisition or use of personal information by an unauthorized person, or use of personal information for unauthorized use.  However, the details of the notification requirements and protocols vary across states.  The relevant laws are determined by the state of residency of the individual, which means records of individuals in many states will have many different laws and regulations to consider.  
Financial Services Modernization Act of 1999 (Gramm-Leach-Bliley Act; GLB Act; GLB) Safeguards Rules
The Financial Modernization Act of 1999, also known as the Gramm-Leach-Bliley Act (GLB Act), includes privacy provisions to protect consumer information held by financial institutions. In 2003, the Federal Trade Commission (FTC) confirmed that higher education institutions are considered financial institutions under this federal law.  As of May 23, 2003, colleges and universities must be in compliance with provisions of the GLB Act that relate to the Safeguards Rule.  Colleges and universities that already comply with the Family Educational Rights and Privacy Act (FERPA) will be deemed to be in compliance with FTC privacy rules under the GLB Act.  (http://www.educause.edu/Resources/Browse/GLBAct/33353)

Health Insurance Portability and Accountability Act (HIPAA) Security Rules
The Health Information Technology for Economic and Clinical Health Act (HITECH), passed as part of the American Recovery and Reinvestment Act of 2009 (ARRA), expands the application of the Administrative Simplification provisions of the Health Insurance Portability and Accountability Act of 1996 (HIPPA) security rules to include “business associates” as well as “covered entities”.  As a result of the HITECH act, both need to implement written, comprehensive information security programs that address each aspect of the HIPAA security rule.  In the higher education arena, HIPAA often applies to human resource offices and health services clinics used by both students and staff and to academic medical centers.  
 Federal Family Educational Rights and Privacy Act (FERPA)
The federal Family Educational Rights and Privacy Act of 1974 (FERPA) provides a post secondary student the right to inspect his or her educational records and establishes the conditions concerning the disclosure of those records to third parties.  Although the act does not specifically require that information security be implemented, the protection of electronic student records will require information security covering the student records subject to this federal law.[footnoteRef:8] [8:  M. Peter Adler, “A Unified Approach to Information Security Compliance,” EDUCAUSEreview September/October 2006] 

Payment Card Industry Data Security Standard (PCI/DSS)
In addition to the forgoing laws and regulations, the payment card industry created a private contractual compliance requirement: the Payment Card Industry Data Security Standard (PCI/DSS).  The PCI/DSS requires that all merchants, including colleges and universities, that use credit cards comply with a number of administrative, technical and physical requirements.  Failure to comply with the PCI/DSS could result in large penalties and suspension of the right to use credit cards for payment purposes.[footnoteRef:9]  [9:  M. Peter Adler, “A Unified Approach to Information Security Compliance,” EDUCAUSEreview September/October 2006] 
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