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Background

The purpose of this policy is to ensure all UCit employees lock their workstation whenever they are away from their computer.  An unattended computer is vulnerable to a wide variety of attacks against the security not only of that computer and anything that may be on it, but also against the network to which the computer is connected.  Locking the computer strongly mitigates against these attacks.


Audience

This policy applies to all organizations and individuals associated with the University of Cincinnati Department of Information Technology.


Policy

· All UCit employees must lock their computers when those computers and unattended, even for just a few minutes.
· In the Windows environment, this is accomplished by either of these methods
1. Pressing the windows key + L
2. Pressing ctrl + alt + del, then enter
· A person(s) designated by UC Information Security will conduct random audits to enforce this policy.
· If a computer is found unattended and not locked during an audit, that computer will be locked by the person conducting the audit and details of the violation recorded.  A pattern of infractions may lead to disciplinary action.
· If a computer is locked during an audit, instructions will be provided stating how to unlock the workstation.


Procedure

UC Information Security will designate an employee(s) to conduct random audits to enforce this policy.  If a computer is found to be unlocked while unattended three times within a twelve month period, administrative action may be taken.  Below are the actions that will be taken each time a machine is found to be unlocked while unattended:

1. The first violation will be recorded, a card will be placed on the desk, the machine will be locked under the logged on account, and an email will be sent.

2. The second violation will be recorded, a card will be placed on the desk, the machine will be locked under a UC Information Security account, and an email will be sent.

3. The Third violation will be recorded, a card will be placed on the desk, the machine will be locked under a UC Information Security account, an email will be sent, and will then be referred to management.


Definitions

Audit: An audit will consist of a person(s) designated by University of Cincinnati Information Security to conduct walkthroughs of UCit workspaces to insure machines that are left unattended are locked.


References
 
	ISO 27001/17799 
	International Standards Organization for Information Security

	COBIT 4.0
	ISACA Audit Controls Objective


 

Related links
· International Standards Organization 17799:2005
· Control Objectives for IT


Phone Contacts

	UC Information Security
	558-ISEC

	AVP for Information Security & Special Projects
	556-9177

	UC Office of the CIO
	556-2228









Disciplinary Actions

Violation of this policy may result in an administrative action
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