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430 ITSD110 VPN Acces and Use Procedure
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430 ITSD110 VPN ACCESS AND USE PROCEDURE
Policy: 
Only authorized members of Roane State faculty, staff and third parties (customers, vendors, etc.) may utilize the Roane State VPN services.
Purpose:
Deployment of VPN services will allow authorized Roane State employees to securely connect directly to the network through the Internet. 
Scope:
This policy applies to all Roane State faculty, staff, contractors, consultants, temporary employees, and all personnel affiliated with third parties utilizing VPN to access the Roane State network. 

Responsibilities:

The Chief Information Officer and the Information Technology Staff is responsible for implementing this policy.
Definitions:
IT – Information Technology
Intranet- Assets located on the Roane State network such as files, applications, servers, printers, etc.
IPSec – A secure network protocol used for VPN sessions.
VPN Gateway/Concentrator - A device in which VPN connections and sessions are terminated inside the Roane State network.
Split Tunneling – Opening more that one VPN session at one time which doubles the bandwidth required.
VPN - Virtual Private Network
Web – The Internet or World Wide Web
Web Surfing – The searching for and accessing of various Internet web sites 

Procedure:
1.0
PROCEDURES
1.1
An existing connection to the network is required.  This is not provided by Roane State.
1.2
All requests must be submitted in writing to Information Technology using the ITSD110-1 VPN Access and Use Form form.  Approval will be based on a demonstrated need for the service.  Rejected appeals may be made through the Executive Vice President for Business and Finance.
1.3
It is the responsibility of those with VPN access to ensure that unauthorized user are not allowed to access the Roane State network.

1.4
When actively connected to the Roane State network, the VPN will force all traffic to and from the workstation over the VPN tunnel; all other traffic will be dropped.
1.5
Dual (split) tunneling is NOT permitted; only one network connection is allowed.
1.6
Users shall not use the VPN for web surfing that does not otherwise require it for access.  In other words, when the user has completed accessing the Roane State Intranet, they must end the VPN session prior to normal web access. However, it is completely acceptable to use the VPN to access Roane State specific resources such as the Library databases or other resources requiring the session to be generated from the Roane State IP address range.

1.7
All VPN gateways/concentrators will be set up and managed by IT.

1.8
All computers connected to Roane State internal networks via VPN or any other technology must use properly configured, up-to-date anti-virus software; this includes all personally owned computers.

1.9
VPN users will be automatically disconnected from the Roane State network after thirty minutes of inactivity. The user must then logon again to reconnect to the network. Pings or other artificial network processes are not to be used to keep the connection open.

1.10
IT reserves the right to configure the VPN concentrator to limit connection times to normal business hours or as determined by demonstrated need.

1.11
Users of computers that are not Roane State-owned equipment must configure the equipment to comply with all Roane State VPN and Network policies.

1.12
Only Cisco IP Sec VPN client may be used. Clients are available for all operating systems and may be found on the IT website.

1.13
By using VPN technology with personal equipment, users acknowledge that their machines are a de facto extension of the Roane State network, and as such are subject to the same acceptable use policy that applies to Roane State-owned equipment. Therefore these systems must be configured to comply with any IT Security Policies.

1.14
Users of Roane State VPN will acknowledge that they have read and understood this policy and GA-18-01 Ethical and Responsible Use
2.0
EXCEPTIONS
2.1
Any exceptions to this policy must be approved in writing by the Assistant Vice President and Chief Information Officer.
3.0
ENFORCEMENT

2.1
If security is breached as a result of a violation of this procedure, the person guilty of such a violation may be subject to disciplinary action. 

2.2
IT reserves the right to restrict any device or connection that does not comply to this policy.
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