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Indicators of Compromise: 

(things to check for)

 Is person traveling?

 Is there off-campus AND on-campus activity simultaneously?

(make sure on-campus activity is real ie; web browsing, etc)

 Account shows up with other accounts using the same IP address

Is it the Lehigh Guest Network?

Are users housemates, spouses, partners?

Is some other nat’d ISP?

If it’s a mobile carrier is the IP address being re-used?

 VPN Usage

 VDI usage

 Confession from end-user?

 Observation

(saw email where user sent their credentials, In Vault )
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