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Risk Management Framework:  Risk Scoring 
[image: ]Purpose 
The purpose of this document is to provide guidance in how the Office of Cybersecurity measures and scores risks of information systems through the risk management framework (RMF), vulnerability management and compliance operations. These same definitions and processes are recommended for distributed IT security staff, IT management, and functional managers to use in scoring risk.  
About Risk Scoring
Risk scoring occurs during the Risk Assessment phase of the Risk Management Framework (RMF Step-4).  In this phase there are three processes: identifying risks, scoring risks, and creating a risk treatment plan, or plan of action and milestones. For each identified risk, a risk score is calculated and a risk treatment identified.  This information is used to document the overall risk package this is presented to the Risk Executive. 
Risk Ratings – Calculating Meaningful Scores 
Risk is attributed to assets based on the analysis of multiple factors which influence the Availability, Integrity or Confidentiality (AIC) of the asset.  
Factors include:  
· threats posed to that asset 
· the vulnerabilities that expose the asset 
· the impact to any of the UW-Madison mission, values or guiding principles 
· the likelihood that the availability, integrity or confidentiality of the asset will be compromised through a given vulnerability exploited by a threat actor. 
[image: ]Risk is calculated by considering the impact caused to the university by a realized risk multiplied by the probability, or likelihood, that the risk event will occur.  A five-point scale is used for each of the impact and the likelihood. The product of the two variables results in a risk score.  The following page identifies the five, UW-Madison risk levels. 

Risk Scoring Notes:
· The cataloging of risk calculations for assets is often accomplished through some tool, such as a spreadsheet, acting as a “Risk Register.” Cybersecurity has a template to get you started.
· Existing security controls need to be considered when evaluating the likelihood of an event.
· Similarly, existing controls are considered if they limit the felt Impact to your mission.
· When a single score is requiring a complex system, the final highest risk level found for all components of the asset is used.
· Risks of a threat-vulnerability pairing can be evaluated individually for Availability, Integrity and Confidentiality (AIC) of the asset. Similarly, a single risk scoring can consider two of these or all three parameters.
· Risk level is influenced by the type of data in question and the volume of data in question. Type and volume are considerations influencing the Impact score.
· Findings should be evidence based on procedures being documented, demonstrated, repeatable, transferable, and adaptable. 	 
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	Rating
(L x I)
	UW – Madison Defined Risk Levels

	

CRITICAL Risk (20-25)
	Likelihood: Evidence of exploitation of a vulnerability by a threat actor against the asset has been discovered or enough evidence is seen to suspect exploitation has occurred in the past.
Mission Impact: Political, financial, legal, operational or reputational impacts will be felt for two or more years. Damages impact at least an entire UW-Madison Division, or multiple departments across divisions.
Action: Immediate action is required to reduce the risk. Systems designated with CRITICAL risk exposure may be required to be disconnected until resolutions or mitigations are found. CRITICAL risks found during a security risk assessment must be communicated upon discovery.

	


HIGH Risk (10-16)
	Likelihood: Exploitation of a vulnerability by a threat actor against the asset is highly likely, although evidence to suggest exploitation has occurred has not yet been found.
Mission Impact: Political, financial, legal, operational or reputational impact will be felt for 6 months, up to two years OR damages impact one entire UW-Madison division or multiple departments across divisions.
Action: Prompt Action is required to address the risk. All HIGH risks must be reduced before the close of the next semester of instruction.

	


MEDIUM Risk (5-9)
	Likelihood: Exploitation of a vulnerability by a threat actor against the asset is likely in general; some controls are in place to reduce the likelihood of occurrence against the specific asset.
Mission Impact: Political, financial, legal, operational or reputational impacts may felt for a month or more, but less than a year AND damages would impact three or fewer departments contained in a single UW-Madison division.
Action: Prioritization of remediation efforts is required for all MEDIUM risks. Prioritization must be completed in less than three months. Execution of remediation efforts for MEDIUM risks is based on prioritization relative to other MEDIUM rated risks for the same system or environment.

	



LOW Risk (2-4)
	Likelihood: Exploitation of a vulnerability by a threat actor against the asset is difficult in general requiring expertise beyond one person with advanced computer skills or resources beyond those generally possessed by individual. If Exploitation is within the reach of individuals, then our systems have controls to make it unlikely to experience an incident, in a defined time frame.
Mission Impact: Political, financial, legal or reputational impacts will be minimal. Operational impacts include: short term re-allocation of current IT professionals and resources with localized or minor interruption of project work and non-mission critical services; the data custodian will be inconvenienced for some hours, but definitely less than one week.
Action: Required action is limited to making the data custodians and their leadership aware of this risk. The risk must be tracked and reviewed at the next risk assessment, or sooner if changes to the likelihood
or impact become apparent.

	
Inconsequential Risk
(1)
	Likelihood: Exploitation of this risk is not expected over the course of a defined time frame. The difficulty or expense of exploitation of the documented vulnerability is beyond most known organized crime groups.
Mission Impact: No noticeable impact to any part of UW-Madison is predicted if exploitation occurs Action: Documentation in the risk register is required. Include the findings of Inconsequential Risk to the asset, from the specified threat-vulnerability.
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Tailoring Impact and Likelihood Examples
Tailoring of risk ratings to your local environment is accomplished through specification of meaningful impact criteria. In some cases, likelihood can also be modified to further tailor the risk analysis scoring.
This exercise requires input from the persons in a position to understand risk at the local level. 
The examples use five levels for both impact and likelihood. The UW Risk Levels definitions specify cut off values for the UW-Madison risk levels if one uses the five-level method presented.
This work is specific to each environment, division or circumstance.  Generally speaking, these customized impact levels are to be “business” oriented, not cybersecurity oriented. The likelihood, threat, and vulnerabilities will more heavily cybersecurity oriented.
Defining Impacts
The following table is the baseline impact matrix that the Office of Cybersecurity uses to facilitate risk scoring exercises. The matrix considers the availability requirements of the information system, the integrity requirements of the business processes, and the impacts related to the loss of confidentiality of data associated with.  Locally, these values can be increased to match the risk tolerance of the unit.   The matrix can also be altered to consider the mission of the division, department or unit. For example, the HIPAA Security Program considers impacts related to the missions of research, clinical delivery, and teaching and learning. 

	Score
	Availability
	Integrity
	Confidentiality

	1
Negligible
	Minor delays in hours up to ½ day
	Financial loss or regulatory fines of less than $5,000.
	Breach impacting less than 500 records that does not require notification of loss nor financial impacts associated with remediation. 

	2
Noticeable
	Minor delays up to a full day
	Financial loss or regulatory fines of between $5,000 and $25,000.
	Breach impacting more than 500 records that requires notification of loss and potential financial impacts associated with remediation not exceeding $25,000. 

	3
Sufficient
	Significant delay of multiple days
	Financial loss or regulatory fines of between $25,000 and $50,000.
	Breach impacting more than 500 records that requires notification of loss and potential financial impacts associated with remediation not exceeding $100,000. 

	4
Highly Disruptive
	Significant delays exceeding a week
	Financial loss or regulatory fines of between $50,000 and $250,000.
	Breach impacting more than 500 records that requires notification of loss and potential financial impacts associated with remediation not exceeding $250,000. 

	5
Catastrophic
	Major delays exceeding multiple weeks to months
	Financial loss or regulatory fines of more than $250,000.
	Breach impacting more than 500 records that requires notification of loss and potential financial impacts associated with remediation exceeding $250,000. 









Defining Likelihood
The following table is the baseline likelihood matrix that the Office of Cybersecurity uses to facilitate risk scoring exercises. The matrix considers the frequency of a specific risk being realized.  The baseline considers a three-year arc. The timeframes can be increases to meet the risk tolerance of the unit.   

	Score
	Score Description
	Frequency
	Description

	1
	Not Foreseeable / Unlikely
	Not once in 3 years
	Exploitation of the vulnerability or gap is not reasonable without extensive expertise, time, and resources.  The effort level is great enough to discourage most known organized crime groups. 

	2
	Foreseeable / Somewhat Likely
	Once in 3 years
	Security controls are in place to stop most attempts by attackers. No automated to remotely discover and execute the vulnerability are known.  Exploitation of the vulnerability would require technical expertise or time and resources beyond those of an individual attacker or insider threat. 

	3
	Repeated / Likely
	2 to 3 times in 3 years
	Security controls are not implemented to stop attacks with certainty.  Tools to remotely discover or execute the vulnerability are not extensively/freely available. Exploitation methods require some expertise, time, and resources to operate to the level that a small organization is likely to be able to gather or an insider is able to operate.

	4
	Recurring / Very Likely
	More than once a year
	Security controls are not implemented to stop or even slow progress of an attempted attack. Known to be exploitable and discoverable with well-known methods and the tools to do so are free and easy to obtain or access is available to an inside threat. 

	5
	Frequent / Almost certain or already occurred
	Monthly or greater
	Security controls are not implemented or maintained to stop attacks or detect successful exploitation of the vulnerability or gap.  The vulnerability or gap is known to be exploitable and discoverable with well-known methods and tools to do so.  Evidence discovered during testing indicates that exploitation of the vulnerability may have already occurred. 
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